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3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: Study on Robust and Resilient Core
Acronym: FS_RRC 
Unique identifier: 	TBD
Potential target Release: Rel-19 
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2	Classification of the Work Item and linked work items
2.1	Primary classification

	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent Work Item 
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


3	Justification
Since Release 15, 5G Core (5GC) has introduced many new features along with an increasing number of network functions based on Service-based Architecture (SBA). 
With the increasing number of interconnections among various network functions and the Core network being central to 5G System (5GS), making a robust and resilient Core is more complicated and challenging. This is because 5GC needs to perform correctly and accurately all the time, including handling of abnormal network functions that could cause unintended malicious traffic. It should be able to prevent against (un)expected scenarios such as signal storm period and related misbehaving network functions.
Furthermore, with a stateless architecture and during the signal storm period, 5GC needs to be able to efficiently process and perform their functionalities without impacting on transaction, latency and throughput. To do so, it may require new methods for predictions, proactive detections and mitigations. In order to make Core more robust and resilient, the study should identify existing and new approach to solve issues such as protecting against (un)expected signal storm period and related misbehaving network functions. The study should also analyze and identify enhancements such as adding a new redundant signal path, monitoring of dynamic condition changes, and recoveries of network functions.
4	Objective
This study is aiming at identifying and analysing existing and new methods for 5GC to support protecting against signal storm and related misbehaving network functions.
The objectives include:
Objective#1: Protecting from signal storm and abnormal network functions
[bookmark: OLE_LINK1]WT#1.1: Study whether and how to enhance the existing architecture to support protection from signal storm and abnormal network functions, by means of mechanisms that facilitate troubleshooting, security analysis and monitoring of signal paths, changes and recoveries of network functions.
WT#1.2: Study whether and how to predict and detect signal storm with metrics to measure signal storm and abnormal network functions.
WT#1.3: Study a mitigation solution for the signal storm to guarantee the stability of network functions themselves and their surrounding network functions.

5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}
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	TS/TR number
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	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	"Internal TR"
	22.XXX
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	SA#97
	SA#98
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6	Work item Rapporteur(s)

7	Work item leadership
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8	Aspects that involve other WGs
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